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1	Decision/action requested
Provide information and rationale to have a new study for eNS3.
2	References
[1]	3GPP TR 33.874 Study on enhanced security for Phase 2 network slicing
[2]	3GPP SP-220073 Study on Network Slicing Phase 3
[3]	3GPP TR 23.700-41 Study on enhancement of network slicing; Phase 3
[4]	3GPP TS 22.261 Service requirements for next generation new services and markets; Stage 1
3	Rationale
One unresolved Rel-17 key issue (i.e. KI#2 of TR33.874 on NSAC) under eNS2 has been extended to Rel-18 [1] since the key issue is aligned to the Rel-18 study in SA2. Besides this issue, SA2 has also studied other Rel-18 features for network slicing with good progress. As of the end of April 2022, SA2 has approved fourteen solutions addressing six key issues that covered all its planned work tasks [2-3]. Amongst them, the followng key issues and/or solutions are observed to have security implication and should be included in SA3’s Rel-18 network slice study. 
NOTE: SA3 can decide whether to start a new Rel-18 study or merge objectives into the current SA3’s Rel-18 study. 
3.1	Providing VPLMN slice information to a roaming UE
In order to address the following requirements imposed by SA1 in TS 22.261 [4], SA2 agreed a new key issue to provide a roaming UE slice information to facilitate the UE in selecting other networks that offer the requested slices. 
For a roaming UE activating a service/application requiring a network slice not offered by the serving network but available in the area from other network(s), the HPLMN shall be able to provide the UE with prioritization information of the VPLMNs with which the UE may register for the network slice
The SA2 study will determine what information is required and how it is delivered to the UE so that the UE can use to register to other VPLMNs. 
Observation 1: it is expected that the security procedures for Steering of Roaming will be affected as well with additional slice information. SA3 needs to investigate the potential impact before normative work is done. 
3.2	Temporary slices, slice service areas, Rejected S-NSSAI
SA2 are studying two key issues that encompass supporting network slices authorized with a limited lifetime, allowing mismatch between slice service areas and TA boundaries, and supporting authorized slices for a RA but with Rejected S-NSSAI in some TA within the RA. Registration procedures affected, including NSSAA will be studied and solutions are being proposed. 
Observation 2: The UE registration procedures will be affected and it includes how a UE is authorized to a network slice to get allowed NSSAI. It is also likely that NSSAA procedure will be involved, e.g. whether and how to allow an NSSAA for a rejected S-NSSAI in a RA (one TA of the RA) but may be available in another TA of the RA. SA3 needs to investigate the potential impact to the security procedures (UE authentication and authorization to a slice). 
3.3	NSAC (multiple service areas, UE behaviour)
SA2 continues two key issues on UE access control to a network slice, i.e. network slice access control or NSAC. One is to support deploying multiple NSACFs while the other is to support controlling UE behaviour for NSAC. In both cases, they try to achieve better UE access control to match quota allocated. However, there are potential issues of Denial of service (DoS) to legitimate UEs when access control with the additional features. This is because information of actual UE / PDU session usage by a slice may not be reflected due to current solutions or misinformation provided by malicious users or mischievious NFs. For example, a NSACF in a VPLMN updating number of registered UE or PDU session independenly may not provide trusted information to the home NSACF. Another example is a UE not using a network slice is still counted against quota usage of S-NSSAIs it is registered. It is notable that an attacker can use legitimate UEs to launch such attacks.
Observation 3: SA3 should investigate these NSAC issues to prevent potential DoS to legitimate UEs.  
4	Detailed proposal
It is proposed to study potential security enhancements to features related to network slicing Phase 3. 
